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Abstract of JP51 99220 

PURPOSE: To provide a simple device v\^hich 
uses a single cipher engine to perfornn the cipher 
processing of data transferred between a 
customer interface and a communication circuit 
network bidirectionally. CONSTITUTION: An 
output data packet received from a customer 
interface 10 is immediately parsed by a means 
28 to determine whether the cipher processing is 
requested or not; and if it is requested, a proper 
part of the packet is subjected to the cipher 
processing at the time of reception of the packet 
and is stored in a transmission buffer storage 
device 24 till transfered onto a communication 
circuit network 12. A data packet from the 
communication circuit network 12 is not 
immediately parsed, and it is stored in an arrival 
buffer storage device 24 until the customer 
interface is made available. Parsing and the 
required cipher processing of the arriving packet 
are not performed until the customer interface is 
made available and it is retrieved from the arrival 
buffer storage device for transfer. Only a single 
cipher engine is required for a half-duplex 
customer buffer. 
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1 

So 

bn^-f >^ 7 x-x jii^^sEffl^ig-esntJiij*/^^ 
h \^im^ >^ 7x"X3!i?ffiffl:f igTfcna;i^-7^/^y 

[S*^ 5 ] * - SlS^-f > ^ 7 X - X e jiMIUgS 
x-X'xSJ^t^-r^x-^ i:$m-CORt^X>i;>fc^t^ 

t>l.lll^'f>^7x-X;!?^ffiffl^t6T&n«, IiSi'> 
^ 7 X -X75^<sgffl^tBtr >y h ^ 



if$li¥5-l 9 92 2 0 

2 

\zn-x\y. %y^m:n.^\t. ^-c^Pt-^x>v>&ffi 

>f>^7x-X'\Sl^^apgi:> 
Jl«<>^7x-X;!)>€)§Mbfc&/t^^y 

s^nrvma, )s^<>^7x-x;o^e>§{iLfc&A 

b-v HSlc±E¥-(7)Pt^x>v^>^<sgfflLT?f^aLa 

w^^y9v^-7.t^^^^\^fz.mzmi^^. mz.Wk 
x.-7.^%m'K^n\z%mr^ti^. mm-iyd^y^.-x 

^~(Dfimxypyx+i^x$>^^t^^Witt^:^ 

So 

[tt*J16] )i^'-:f;'^v^n^y h^&JS^-f >^7x 

hhm^^ y^y:c-7.f}mm^mxhn\t}v-^ny 
7 ] /^^ V V ^m^^ yi^ 7 x-x'xiim-r 

M^<>^7x-X*«i£^^tEtc&^StflcA^^:/ Hi^- 

n^v V(bn-x^ntz.^^^%xn%m^)^vy7n 

n-n'rv V(o^imn.'f-^'^^Xti%^hnvyr 

x-^^ 7 x-x±'\2lfiKiST^g:Pg t ^ 

[ft 8 ] ^-fiMS-^ 7 x-X;i> ^iIMIhIK 
iffl^Slffl^n^x-:^.^:. affi[5I?Si^;^^^Jl^^>^7 
X -X '\PJ*1-'5 x-^ ^^-COSt^X >ff 

^Ifflx- A ^ b ^^S^'l' > ^ x-X:0^ G§m bfc 

^>^7x-X'\2lft$nT3t5fcStlC, 'bUiK^llJfee. 
BS^i2lSf'£>^-c^R|^X>v>i, 
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(3) 

3 

^^t^tz}^\z^^%in(j^%mzmwf-^n'xv v 

go 

mm, 10] 7 7 istggs^ 

1] m%o^y:^-7st^m'^mzn.^ 

2] #-S)Es:-r>:5'7x-x:^^e>am© 

7x-X^Slj3fe*r'5x-^.h^¥-<^St^X>i^>rctj- 
JS^^>^7x-X;0^<s£ffi^tg:0>§^^^i*5£-r§?a 

o\zmmmmn:i:.y'yyt. 

M^T-^n'xv h^£]®^^>^^7x-x^2lfi-r^^ 

li«^>^7x-X:^>^§ftLfc&/^^^> Vkn-X 

miHi^smd^fiEffi pjtgT ^ft^-r > 



!|$H^5- 1 9 9 2 2 0 

?5«)®#^>^7x-x;5^e.§mu/c©tcmfft> sfcfj 
-7s-<mm^^n\z^'m^ii^. ns^-r >^7x-xcd 
^ rc s6 (c X - 3^ offt^saa ^Mfif-r ^ \z i i^-o^t^x 

3] h-^nv^'f-^n'rv h^lBtiT 
§{fr^i::ine»WU-yA*^y:?'/1^^y h^SfiL/A- 
S^Jli 2 tclEiioggo 

[M*® 1 4] "f-^n^v Y-^wm^^Wiz^^ 

^ >^7x-X-.M^-r^BSlclBtET^ftAn^fflbn 
777(i:> 

ws-^y^y:^-7stmm^mzn.^mz%xVimx\^ 

y9^W&\.xmmm^m7L^^WLh. 
^%^y^^x.-7stmm^WiZU.^h%xn%^\^n 

-^S:5feAn5fetai/A*:y7rf*5twiHtgb, Rn^y77^^ 
[0 0 0 1] 

xz^Y^^^'^^mzwt^. ^^mz\%. wm.'icW] 
^t<r>mzmm^n^^^m\zwr^. 

[0 0 0 2] 

;u?&?si^^nTViSo rne>c^s^7'Dh3;i/co*®co 

PWt. ^(7)<t5:^R^Ig<D^^7'Dh3;i/^®^3ft5C 

[0 0 0 3] ifm^im%t^'k^^-^7^<^MW^ft 
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5 

z(Dm<Dfz^\z\mm^mmtr^'m^'^f3i<. mz 
fRmmt&(Dm\z^^^Tm^fs:^^'bm^±'^^ 
^^'^umm^fT'^\zm€^^\ ^bim-^mm'^h 

[0 0 0 4] sgwtcfi, mmm\t:x-if^rz\tm^ 
iznbx ''mw izr^tr^^. ^(D^vizttud)^ 

mz^mm^z,tf3:<mnt^z.tf)^rt. ^om 
"w^nm" tmin^&mmmm^^:km\zm^ 
$ii:fco, ^rz\t "^mmti" mm^tm^mtom 

tm%n.<ft^. \yi^^\^m'^^%'^\zmwm'^%mt 
'mr^^h^^ ^fzm^fi^fi^^o =0eoT. m^^y^ 
y 3i-x\zmm'^nT^^^^mm^mti^^^^m<D$>^ 

w\znt^n^^^x^^^^ofsim^o)-^^f}^^^^^4^^ 

[0 0 0 5] ElgSiiHtCffifflT^Pt^i^XxA^^ffT^ 

^'^<Dm^usm\t. y'-^n^yhf}mn(D:^mzm 
mb^o thm^rsimm^htz^^u^^ ''t>^yy 
rm^^Mnr^^^oiz. m^9m^mm^>1^ 
yai-7stmfimmt(Dm\zm@t-<t^tx$>^. 
^=f0mm\z^^^x\tf^^^m^m^^ >^7x-xii 
mmMP^\zm^xn^^tf}^r^^t^. ttixhm^m 
m\ms&mz^^^xmn^n^. x-^ti, »^se 
^mvxmij\^\z&mh:f3inn\iu^u\^^f)^^. j^^o 
'itMmm\tmij\^<D^-^M^nmz9m'r^rz^\z 2 
^0^iLmnx>iy>^mmLx^^rz. :*-coPt^x> 
i^y^m^t^t-i^i^o. ^\trzm<o'^\pi<Dmwzm 
m^^i^^^'^^^tz^^x^m^z^MS^^x^ho 

[0 0 0 6] t^':3T, mmmm(Dmn9m<Di^mz^ 
n^^mT^^^fziz^^m-^ti. mz. ^^^mso^m^is. 

tznvf)^'^^mtvfs,^^mmf)mm'^nx^^^. 

[0 0 0 7] 

fflf^/O^. 2'D(Dm^x>z>>^m^t^mm\zitvx 
m^om^mti ^ tz im-^^?^ izi^^^coM^s^m ^htz^ 
-^u^^mn^ >^yx.-7.^m^m^mt^^mm^^ 
y^yji-ystomizwtmzmnmmmm. Rimmt 

^(Df$^xyi^>^mbx^mmt^m^t. 
^-^n^v vim%-iy^v:x,-7.^'m-^t\xmz 
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6 

-^mvvt.^'^^^^mz. ig^stc/scT, -nn 

vy yW&^mMzW^t^^mht^^ft^. 

nmf^xm%\zm^-^n^t. )!i^^>^7x"X*^ 
m&/'^try htm^/^^v ht^m^izfiim'r^cti)^ 
xt^^^rzi^\z. M--<D^x>i^>rznLf}^»^-^tiy 

10 [0 0 0 8] mfi^i^^^^^'Sfi^^^^h. ^ 

tzmft^tmM0)m^^&'r^rz^\zm^9momwi 
iz^m'r-^/'^'ry h^n-x (^rz\m:^mm t 

igm(Dm^^&t^tz^\zf^mm<D)S.mz^m^7''- 

\\ WknT V V b^mm vY}z -^-nn vvrW^ 

m^^xhti\m%n'rvv^w^'t^w^h. t>ua 
^^mit'^^wmxhn\tmw'^'Tv h^SBig-r^s 

[0 0 0 9] *%BJo;^}£ti. )],-'fnv^n^vY'^ 

wt^wmt. hhwm^y^y:^-7.i)mm^mxh 
tVii)V-^nvi^n^ v V ^)V-:fn y^ny 7 7 ibis 
&sp^\zmm^mf^t^^^tictf}^xt^. &sT\z 

§^ yi^yji-xi}mm'^mt^'St^^^^t^mt. 

y :L'~7.i)m^'^m\zfi^t. *:5Stti2ii^nfcx- 

(Dn^y h^)i§^>^7x-x^3£M-rsg:PgT$. 

m)5^\zm^vyy^v^\z,^i^x\tifi5mt. 
m^^y^y:^-7st^^mi'^n^'f-^n^vv^^ 
mthWtnt. m^^y^y^-7.ti^^^^hfz^n^ 

^ntiTv^na. w^^y^y:^-:^ti^^^mLfz^n 
^yV^m^^mT^wemt. wmu^mtimm'^mx 

^m^^xhn\ti^iimt.. ^sim^n^x-^/^^^y 
hsiBfif-sapgi:. ^rnktmrn'^mzu^ty'-^ 
n^yh^^m^wtm-^'^t^^ ifijm<Dm.^wm\t. 
i^a$n-5/^^^> v^mm^^m±.\zm.m't^^txh 

[0 0 10] 2iai/1^^y h^li«^<>^^x-X;5^^§ 

5£? ^\^fzmzmvf!in^vh(D^^^mtmfi'^n. t^iij 
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(5) 
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7 



8 



[0 0 11] jv-'fny^/^^y hmmt^^tizm mm\z\t. ^-(Dm^:^>P>^mt^tii^i^mmz 



t)bS^^>^7x-X;&^€ffl^ffi-eSn«;l/--7'A^;/ lO mmti\zm±f3:m^^^^^^tf3:<. ]l^'f>^^7x 

7\H\zmmbxMmm^^^mt. m^^>^y 7i7-t7.<orc^\zm^n^:f^}^::^M^^ -mz^^ 

jL-7.f)mM'^m\zf3,^t9cXn9cihU^yyri)^^'f »J7«^ffl*S7^7irX/»§^«ttti (CSMA/CD) i 

^*An$fefflbA*:;7TrtHiEffiL. W^yyri)^^^ -mm^r$>n\i. ^fg-CS^c lHll^^A-X^;^ct^^- 

^^$nfcT-^^]B^^>^7x-X± :/;^^cD7 5^irXorc66<^CSMA/CDS»C0T^ 

^«gffi-r^;i.htcj:t?T. >f >^7x-x7:^«ffiffl^fiBir rm\z^<D^'~:f)ii)mm^rf3ii^z.t^mmt^r:: 

[0 0 12] mL^^mm\zmLr\t:^^m\t. ^omh ^^>75«gL*T;^<;^^<i:St>(C. ^bT{ai^<^ 

fKm<D^Mr\t. m^f-^/^^v v^m^^y^y:^ n^vhmmm'h^'^^n^^tu<^A^^mm'^^ 

^)\^v vim^<y^y:sL-7.-^%,mt:nxmzn 7s=r-y^ymm-x'r-yByt^h(jy'm.t,(r> 

\z. hx^mif^^M. ^^%m'^w-o^^z.y'^y ^^atntf, ^iox"r->^3>ii@^^^^ffi<^Fa 

■rotate, i^:^Slc^E:l:T, EtST-£)A*;'7TlBiagM# a >'lcaf?§S«iai$-&^o ^^l^^T^lOXx-vaX^ 

St^^^tfo BSi^ODct^H. K«-r>:$^7x-X75tjgtti 7>^A;^^raomtC2l{i^*l7T^o W^tcM^bT 

=f^^n^syY}:^^\%^^j^]\fxvVh^W^\Z^W^ t^i^SffiOXx-v-aM^f^D^lt^iiirT, 2IM<^SM^ 

5?f_>5r;>^/r7 h^fE^i•r'5^g^£fea^^^l<i:;!l^T^, ^ [00 17] [ElKiS7^-feXlcHt-^CSMA/CD^ 

tzm\^fzm^mmi^^him^mii^<j:>m^\z% m\t. ^-s^s^. ip-^i^^tc2is«"rs-<t<£if$ 

i:-v^£§<t^'^fen^f[Hl?Sffll^iSt'*TfeD, COX 

[0 0 13] ^xh(j>w^t^^. imm'^wmm\z^ x--s/3>'^fetifflcDi:oxx-v'3>:6^efe^(i^^H 
ffl-r^^cJ5(3!)srtjias£^^^^i::as^ii^^£t);'b^.LT m wt^^txtx^tt^^. nmz. t>L;icoxx— >3> 

\zu^x%^o. -mti^m^xh^. -r— H&icxcsMA/cD 

[0 0 15] c!);io#i4;;)t*5!0jic, ^%m\z\m%<y^y:^-7s 



[0 0 16] imWiZ^rOii. ^^o'^-mw^fzw^ 
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9 

[0 0 18] ^i\m^^>i^yx-xi otm^^^ 

ti)^$>^. ^rcmmM^mizmm-r^mm^mmo) 

^^mmw (Rxc) 14. m^m^mm (txo i 
6. mm^^^m (rxn) i8, mKi^sifigg 

(TxN) 2 0. m-(Dm^X>z^>22. A*77rfB 

tgg@2 4. usiimF I FoiBtsse2 6. sm/t- 
if 2 smsmw^-ifs 0 ^^ts. 
[0 0 19] znibO)^^\t. ^^omj^izmmt^h 
yy^ ^y^(Dm\z^^vrm^<Dmmmmz^m'^n 
^. mm^^r(Dmmt/^yy7m^mm2 4^mm 

mtbxx\tu<. ^v'-^mno-mtLxmMt^ 
2 rDommmmmm^^^-r^. m i \z. m^^ >^ y 

;oj#fti-^o z<Dmmm^^>i^y:ii-y^ioi)^^m 
^gm^si 4tTco«i3 2 m^^^^m^^ (A- 
^y7ri2ts^@2 4^:f^bT) m^mmsmm2o^x 
m3 4t. mmmmmf)'^iomm'r-:f}v 1 2 ^ 
xmsomset^^tSo mm\z. mm^mi2f}^ 
>^yjL-7s 1 0 ^xm\<Dmm^mim\t. 

®MlHlKfflz5^6IalKiP§MSBl 8 ^XCDBS St. m 

^m^mmf)^^ o^vyTBV^ms2 4^it^Lx) m 

^iSiMF I FOE1SSe2 6^TC^i8l4 0 FIFO 

m^mmf)^i^m^m^ms i e ^tosijos4 2 i:. h 

i844t^^tPo mmizmmmzj^mLx^^^s-D^ 
m^msx$>^/^yy7m^^m2 4\t. y'-^j^x4 
6\z^ox. m3 4\zm5 "Mffl" y'-mmt. m4 

[0 0 2 0] et±(Z)T-5^SK(^iaW^>^A-^y7 7iait 

izit^ti^^m^t^^vizmt. ^rc±/-^'ryh^f^ 
it-r ^ c eh ?^ < x-iJ' ^^it-^ iz^m-r^ ^o\ztm<z 
ttmm^n^^. cti^ommmt. mmmz\tB^ 
mmp^izT"-^^ "i2ts" t^zt^tm^ z^omm 
x\t "ists" 'r^tMom\t±y'-^/^^yhf)mmz 
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10 

m^mmizmMLr:>^$>^miz%t(o/'^^v h\miz^^ 
mmsi^^^mm^nxi^^^. 

[0 0 2 1] M-:^\^hyy'< y^(DM.^n±(Dm^^!!in 

iznt^mit. m2 0y'-^Mtim^^mt^tmMb 
Ji^'i'>i5'7x-xi o^^e§fi^n§x-^A 
^yh\t. ^nA«§m^ns^§®/'^-if2 8tcj:oT 
ii:^T/i--x$n, ^m/^-if2 sp^\z^n^n-z^>^ 

nty77iBtSgli2 4l^twlSfi$n^o cmt'^fbT. 
SfilElKffll 2f}^i^^mLrcy'-^/^^y h\m^\ZJ^ 

t^rc^\z/^yyrm&mm2 4\zmi}^n^. mmt. 
m^^>^y:^-:^\tmm'^mx^D. n^v v\m% 
\znyy7mmmfi''^^m^^^o. mmz'myxn^ 
V ^tit^^fm^m^mi2ti^ib^i^^xhm^ 
y^y jL-x-^m.mznhzt\zn.^o. zn\t. h 
20 {.m^-i y^y::i-7.mm^mxhn\t^n^yY^ 
-nu'mwmzmt^ ''i^wm' mmzi^Lx. 

m^^y^y:z^-7.i)mm'^mx^^ti\ ^tz\mi 
m^m'^m\zun\t. n^ry v\mvy7^'&^2 4ti^ 
esii^^n. ijim/^— if3 oicj:oT/'^-x$n, %h 
ij^S75:e»tfx>>?>2 2ic<fc^TPir^^a$n, ^hx 
mmzm^^y^yj^-Tsi o^es^n^o Pt^x> 

7X-X1 Oi)^^^m^nx^^^y'-^/^^y h^^m 

30 t^i)\ ^tz.\mm^y^y:^-7.\Q^mm^nx^ 
m^^ y^ 7 aL-7.fm\zmh^x'f-i'n^v v 

[0 0 2 2] P^rna, iiiis«9smgei s\z^^x 

y7rlBtS:ge2 4'\^2l$n^o t)Ll®^-f>^7x 
-X 1 0 7!it3Sfi/^>!r^y h^£3limSfcli§<iLTV>;^ttn 
40 \i. ^(D/^iry h\m^mMF I FOlBlige2 6 ICS 

AW hf}^^. x-^i^m^SfiF I FOf5tiS®2 6 \Z 
e3l^n^)iftCPt^X>v'>2 2^a3gi^ii:en^o :g 

SIC. ffi^iimgei Qity'-^^m^mT i foib 

7X-X1 O'Nitmt-^o 

[0 0 2 3] mmMmmi2f)^B^mnrzn^yhi3^ 

A*y7 7E1ggg2 4^A'S)fc«^ICti. hLMW^^ 
50 bSM«^>5'7x-Xl o>o^e)SfibTm>^;o^ 
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^tcm^mmsi 6f}m^m^¥ i Foi2tggS2 e 

j^,^^->5r^5i^Bt-^a:'b75:V^o lE^SimF I F0I2 

mms 1 6 tm^mi^ f i f ofaugg 2 6^^^^^"- lo 

[0 0 2 4] 0 3li> *^?5©gS€:J;0»iffltC^T^ 

(CRCTL) b2t. m^mmmmM^ (ctc 
TL) 5 4^. n^vVfmrnmMn^^t. a-oo^m^ 

g^^U7i^-feXar:ry h (CRDMA 5 7. NTD 
MA 5 8. CTDMA eO&I^NRDMA 6 2) 
3:3C0f^JinF I (CRF I FO 6 

4. NTFIFO 66RtfNRFIFO 6 8) i:^ 

[0 0 2 5] n^^mfflffiiiraiHiss (crctd 52 
\tmmm^mo^m^ is.^n-^2%^xM^x 30 
yvy2 2om^o)mm^^t^) ^mm^. m^m^ 

mm^MM^ (CTCTL) 5 4tt. gB(DlS^fi!l03l 

fitijf^ (M^n-'^^QmM^x.yi>y2 2(Dm^(o 
wm^^ts) ^un-t^. ¥mY I FoiBiggMe 4. 

6 6. 6 8ttitlJ65/h$V^|S1SgeTa50. -^c^^HSg 

^Z.tXh^. DMA3.--/h5 7. 5 8. 6 0. 6 2 
l^A^y 7 rElfigS 2 4(^7^^-^X^^^860*31(00 

umm-^mm^. lasgBraffligBsota:. nvy 

[0 0 2 6] mm(^w^m^^mm^m^<Dmv^'f-^ 
mhxnyy 7^'^^^2 A^mm^n^o^hnn\z3\ 

^'f-^n^vV\znhX (Smn— tf2 8lC:BViT) 

^^t^^mn-'^2Zi)mm'^^t. n-^2%\t^ so 



!t$gg^5- 1 9 9 2 2 0 
n^&ffiSS^OT^SlHlgS (CRCTL) 5 2icaa 
H^SmSSl 4:<i^ePl^x>>^>2 2i^^«^S&a6 

T. n^7httffiti^a[HlK5 6fi[pi2Si^2im^BtCSim 
^IJ&f^ck^lCfi^U. x-3'<£:;^y7TiB1SSg2 
4 e> [HlKiS82l#gS'\. ViT®^!HlSSi^±^tej£T 

t^ii,(D'f-^<Dmm^mtnmzmfx^^^^timm 

[0 0 2 7] mw(Dm&mmti^^n^®\^<^M^'r-'^ 
mm^\zn-x^nt\z. m^j^sMgei 

^y7 7E1SSfi2 4^ltSC2l^n^<. 
hMWifeaiHlteS 6lcfi^tT]®^#Kcog2I^MS6$ 

iifiF I F0 2 6^3i?)nj&35^i. ^ntiisi^iciifi 

;l-1f3 0(Cj:oT;'^-X^n^o ^^jSISKfP^^S* 
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